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Objectives
• Basic definitions
• User Authentication
• Digital Certificates
• Certificate Authorities
• Certificate lifecycle issues
• Trust Models
• PKI Implementation issues



Authentication vs Authorization
• Authentication

– Who, or what, is the entity?
• person
• device (ie IED, workstation)
• software application

– How can they prove it?

• Authorization – What are they allowed to 
do?



More terms & definitions

• Public Key Cryptography
– A range of services, including encryption, and 

digital signatures, based on a pair of numbers: 
public key and private key.

• Public Key Infrastructure
– A formal system that uses public key 

cryptography to provide:
• Proof of identity
• Data privacy
• Non-repudiation
• Data integrity



How is Authentication used?

• To control access to:
– Devices (e.g. relay)
– Functions (e.g. control operation)
– Applications (e.g. ICCP interface)

• Foundation for encryption schemes
– Associates keys with entities



Need for authentication

• EMS – Operator
• EMS – RTUs
• EMS – Data Whse
• EMS – ICCP links
• Techs – IEDs (local)
• Techs – IEDs (remote)
• Users – Data Whse
• Users – Subst. HMI
• Dial-in Users
• Etc. 



Factors for identification
• Something they know:

– Password
– PIN

• Something they have:
– ID card
– Digital certificate

• Something they are:
– biometrics

2 (or 3) factor authentication substantially 
improves security



User Authentication

• Passwords
• 2 factor schemes –card/token, plus PIN
• Challenge:  How does an organization 

manage many users and many 
devices?

• eg. Utility X has 1000 relays, and 20 
engineers & technicians.



Centralized User Authentication
• When user requests connection with 

server, server asks Authentication 
Server to confirm identity.

• Becomes very useful in a large 
system, with many server, interacting 
with a pool of users.

• LDAP a popular standard for this.

User

Server Authentication Server



Prerequisites for encrypted 
communications

• User/entity names/addresses
• Keys (public/private)
• Public key cryptography is based on the 

open communication of public keys and 
user names.

How can we know for sure that a user 
(device) is who (what) they say they are?



Digital Certificates

“I hereby 
guarantee the 
association 
between this 
user and this 
public key.”



…but who the heck are you, and 
why should I trust you?



Who issues digital certificates?

A “trusted authority”, also known as a 
“Certification Authority” or CA.

• A CA is analogous to a passport office.
– Verifies identification
– Issues secure document

• Can be in-house, or external



Authentication with Digital Certificates

• A certificate consists of:
– The owner’s name
– The owner’s public key
– The CA’s name
– The CA’s digital signature

• The issuer must be a trusted 3rd party, 
known as a Certification Authority.

• The certificate will only be accepted by a 
device that accepts the CA as trustworthy.



More on Certification Authorities
• 3 major components:

– Registration Authority (RA)
• Initial identification  & approval of “subscribers”
• Typically a high human operator component

– Certificate Server
• Issues certificates to approved subscribers
• Digitally signs certificates with CA’s private key

– Certificate repository (in some 
architectures)



Certification Practice Statement

• Certification Authority operates based on 
rules & procedures defined in Certification 
Practice Statement (CPS)

• Examples
– http://www.verisign.com/repository/CPS2.2/cps2-2.pdf
– http://www.caiso.com/pubinfo/info-security/cps/index.html



X.509 Digital Certificates

• Subject name
• Subject public key
• Issuer name
• Serial number
• Valid from/valid to dates
• Usage
• Digital signature



X.509 certificate example



Certificate verification

• For a certificate to be accepted, its 
digital signature must be verified 
against the CA’s public key.

• The CA’s public key is obtained from 
the CA’s digital certificate.

… but who signs the CA’s certificate?



• CA’s sign their own certificates!
• These “self-signed”, or root certificates, 

form the foundation for all digital 
certificate based authentication 
schemes.

The management of root certificates is 
the key to secure authentication!



Establishing trust in a CA

• Certificates for trusted CAs must be installed 
in all interested devices.

• The device will then trust all valid certificates 
issued by that CA.

• Installation of root certificates must be done 
with a great deal of discipline, because most 
other authentication activities happen 
automatically from this. 



Example – Web Browser

Microsoft IE 6.0:

• 110 root certs

• 19 countries



Certificate Validation
• Certificate must contain cryptographically 

valid signature (ie it hasn’t been changed)
• Certificate must have been signed by 

trusted CA
• Validity period is current
• Requested operation verified against 

key/certificate usage field
• Certificate verified to not have been 

revoked



Certificate Revocation

• CA may revoke a certificate by adding 
its serial number to the Certificate 
Revocation List (CRL).

• CRL is published regularly to relying 
parties.

• Delta CRLs may be issued as new 
revocations occur.



Digital Certificate Creation

• Each device generates its own key pair.  
It issues a request for certificate, which 
includes its public key, to the CA.

• The CA verifies the integrity of the 
request, and creates and signs the 
certificate.

• The certificate is given to the device, 
and/or placed in a directory for public 
access.



Trust Models

• A Trust Domain is defined 
by a common CA and 
common rules.

• Hierarchical model shown, 
others (e.g.peer-peer) 
possible.

• Trust can be established 
between any 2 entities in 
the domain.

Root CA

Intermediate 
CA

Intermediate 
CA



Other PKI implementation issues

• Key generation
• Key archival
• Key recovery
• Certificate renewal



Summary
• Authentication is fundamental to both 

access control and encryption.
• Authentication has both process and 

technology components.
• PKI provides a mature framework for 

scaleable authentication.
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