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Application Case Study

SCADA Amalgamation at
Hydro Ottawa







The consolidetion of Ottawa sfive locd municipd dectric utilitiesinto asngle Locd Didribution
Company, Hydro Ottawa, crested arequirement for dl SCADA system functions to be
amagamated into one. Asaresult of the consolidation, Hydro Ottawa came to own four
independent SCADA systems, each of therm monitoring and controlling a number of RTUs
(Remate Termind Units):

= Hydro Ottawa s OaSys,

»  Gloucester Hydro's Quindar,

= Nepean Hydro's Quindar, and
=  KanataHydro's ABB Spider.
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Figure 1: Exising SCADA Systems Architecture

Hydro Ottawa s primary objective was to ama gamate the four exising sysemsinto one sysem
using their OaSys SCADA as the magter. Secondary objectives wereto achievethis
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amagamation process as unobtrusively (to operations) as possible, and to use the existing RTUs

and communication links,

eLAN™ SOLUTION

BOW Software’ s eL AN Router and Gateway products are idedly suited to amagameating
disparate SCADA sysems while retaining invesment in legacy RTUS and communications
infragtructure. e AN isafamily of communication and networking productsthet provide
SCADA front -end data acquisition, protocol trandation, data routing, and network interfaces
for sysems where the RTU protocol differs from the hogt protocol. In the case of Hydro
Ottawa, the QUICS IV serid protocol used by the Quindar RTUs was trandated to DNP 3.0
and communicated to the OaSys magter over an IP network interface.

el AN gateways fadilitate communications between Hydro Ottawa s OaSys SCADA system
and the exiging Quindar RTUs a Nepean and Gloucester. Acting as an autonomous deta
acquistion system, with serid to Wide Area Network (WAN) interfaces and routers, eLAN
created avirtua path from the Quindar RTUs to the OaSys magter scan tasks.
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Figure2: SCADA System Ar chitecture With eLAN Gateways

Redundant eL AN equipment was ingaled to provide hat gandby with automtic fail-over
functiondity. This redundancy aso enabled the benefits of Hydro Ottawa s dud 1P network
architecture: eLAN units work together to overcome faluresin equipment or communication
paths, and provide continuoudy updated communication channd and RTU datus informetion.

With eLAN linking Hydro Ottawa s OaSys SCADA system with the RTUs at Nepean and
Gloucegter, nather the RTUs nor the existing communications devices (modems) needed to be
modified.

The dtuation a Kanatawas different: the Kanataradio sysem was connected directly to
OaSys, viaanew leased line.
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SCADA Amalgamation Project Plan

To minimize operationd impact, the implementation phase of the SCADA Amagamation
Project had two steps. This staged approach dlowed a gradud transfer of communication and
control from exising SCADA sysemsto the new amagamated system, and ensured system
avalability during the trangtion period.

Step 1 - Equipment Installation & OaSys Configuration

Thefirg gep involved the inddlation of the eL AN equipment to ‘lisen’ in on the data traffic
between the Gloucester and Nepean Quindar SCADA systems and their respective RTUs.
Data obtained from listening to the Quindar sysems was converted to the DNP 3.0 protocol
and made avallable to the OaSys system, on aread-only bass. The exiging Quindar sysems
dayed fully functiond with no impact on their operations.

Hydro Ottawa used this*listening’ period to modify the OaSys data base to accept the  new’
Gloucester and Nepean RTUs. The DNP 3.0 data presented by el AN alowed new operator
screens and database records to be vaidated using actud real-timefidd data This minimized
the requirements for commissoning ‘new’ RTUs onthe OaSys system.
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Figure 3: SCADA Data Flow in ‘Listen Mod¢€

Step 2 - Cut Over to OaSys

Once the OaSys databases are modified to accept ‘new’ RTUS, ownership of communication
channds are cut over from the Quindar sysems. On a channd-by-channd basis, eLAN
gateways are switched from Listen to Norma mode. This has the effect of disconnecting the
origind SCADA madter from the RTUs and passing full control over to the OaSys sysem.
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Figure4: SCADA Data Flow in ‘Normal Mode

Active control over RTUs can be switched back and forth between the Quindar and OaSys
meagters on a per channd bags a any time. This has the benefit of dlowing whole channds of
RTUsto be temporarily moved for testing purposes.

At the end of this second phase, dl RTU channdswill be in Norma mode on the OaSys
systlem, and the origind Quindar SCADA sysemswill be decommissioned dtogether.

Summary

BOW’seL AN™ routers and gateways alowed Hydro Ottawato preserve their investment in
legacy systems while moving to an integrated networking technology. A number of specific
eL AN fedtures aswdl asBOW' s experiencein the utility communications sector, gave Hydro

Ottawa atrangtion drategy that was virtudly seamless
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